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i
1. [bookmark: _Toc243977085][bookmark: _Toc312849610][bookmark: _Toc312850605][bookmark: _Toc312850632][bookmark: _Toc410983589]Introduction to GRA Service Specifications

In the context of the GRA and Service-Oriented Architecture [SOA] in general, a service is the means by which one partner gains access to one or more capabilities offered by another partner.  Capabilities generate real-world effects that can be as simple as sharing information or can involve performing a function as part of a complex process or changing the state of other related processes.  Government organizations have numerous capabilities and a multitude of partner organizations, both inside and outside of their traditional communities.  There are significant benefits for these organizations to share information and have access to each other's capabilities.  Achieving interoperability among these organizations requires alignment of business and technical requirements and capabilities.  In addition, it is critical to have a consistent way of specifying these requirements and capabilities and sharing them across organizational boundaries.  The GRA was developed to facilitate interoperability and to assist in meeting other key requirements common in a complex government information sharing environment.  In order to achieve interoperability, a consistent approach must be defined to identify, describe, and package services and their interactions in many different technical environments, across multiple government lines of business, at all levels of government, and with partner organizations. 

The GRA defines a service interface as “the means for interacting with a service.”  It includes specific protocols, commands, and information exchange by which actions are initiated on the service.  A service interface is what a system designer or implementer (programmer) uses to design or build executable software that interacts with the service.  That is, the service interface represents the “how” of the interaction.  Since the service interface is the physical manifestation of the service, best practices call for service interfaces which can be described in an open-standard, machine-referenceable format (that is, a format which could be automatically processed by a computer).

A Service Specification is a formal document describing the capabilities made available through the service; the service model that defines the semantics of the service by representing its behavioral model, information model, and interactions; the policies that constrain the use of the service; and the service interfaces which provide a means to interacting with the service.  A Service Specification is analogous to the software documentation of an Application Programming Interface [API].  It provides stakeholders with an understanding of the structure of the service and the rules applicable to its implementation.  It gives service consumers the information necessary for consuming a particular service and service providers the information necessary for implementing the service in a consistent and interoperable way. 

The main components of a Service Specification are the Service Description, one or more Service Interface Descriptions, and the schemas and the samples used to implement and test the service. 

A Service Description contains information about all aspects of the service, which is not directly tied to the physical implementation of the service; in other words, the service interface.  A Service Interface Description is a description of the physical implementation; specifically, the service interface used in a specific implementation of the service.  Since a service can leverage multiple Service Interfaces, the Service Specification might contain more than one Service Interface Description.

[bookmark: _Toc81198905][bookmark: _Toc81214724][bookmark: _Toc119917655]This document is a Service Description of the Offense Cycle Number Search Service.

[bookmark: _Toc309561649][bookmark: _Toc328032195][bookmark: _Toc410983590]Service Overview

[bookmark: _Toc309561650][bookmark: _Toc328032196][bookmark: _Toc410983591]Purpose

The OCN Search supports the Offense Cycle Number search process. Including the OCN Exact Search and the OCN Demographic Search services.

[bookmark: _Toc309561651][bookmark: _Toc328032197][bookmark: _Toc410983592]Scope

The scope of the OCN Search excludes the handling of juvenile cases. 

[bookmark: _Toc309561652][bookmark: _Toc328032198][bookmark: _Toc410983593]Capabilities

The OCN Search receives the results of a query for information from an arrest cycle based on the OCN. These results can be obtained via an OCN exact search or a Demographics based search.

[bookmark: _Toc309561653][bookmark: _Toc328032199][bookmark: _Toc410983594]Real-World Effects

The OCN Exact search handles an OCN result message (Full Response).
The OCN Demographics search handles a list of possible matches based on search criteria (Library Response).

[bookmark: _Toc309561654][bookmark: _Toc328032200][bookmark: _Toc410983595]Summary

The OCN Search automates the OCN query process by providing a service for a responding entity to send the result of an OCN or Demographic query.

[bookmark: _Toc309561655][bookmark: _Toc328032201][bookmark: _Toc410983596]Description

The OCN Web Service automates the OCN process by providing a service for the responding entity to send the result of an OCN or Demographic Search.  The following entities play a role associated with this service:

· Requesting Entity 
· Responding Entity

[bookmark: _Toc309561656][bookmark: _Toc328032202][bookmark: _Toc410983597]Security Classification

· Criminal history information is classified as Confidential.

[bookmark: _Toc309561657][bookmark: _Toc328032203][bookmark: _Toc410983598]Service Specification Package Version

This service specification is based on version 1.0.0 of the Service Specification Package.

[bookmark: _Toc309561662][bookmark: _Toc328032208][bookmark: _Toc410983599]Service Interoperability Requirements


[bookmark: _Toc309561663][bookmark: _Toc328032209][bookmark: _Toc410983600]Service Interaction Requirements


	Requirements
	Mandatory (Yes/No)
	Justification/Notes

	Service Consumer Authentication
	Yes
	Authentication

	Service Consumer Authorization
	Yes
	Leverage MSHP’s Active Directory Federated Service; for the service, WS-Security SAML assertion

	Identity and Attribute Assertion Transmission
	Yes
	Leverage MSHP’s Active Directory Federated Service for user authentication (creates SAML assertion)

	Service Authentication
	No
	

	Message Non-Repudiation
	No
	Timestamps could be tricky – e.g., rural counties w/ 56KB connections, piggybacking on AFIS

	Message Integrity
	Yes
	Encrypt web service

	Message Confidentiality
	Yes
	Same.  Search has PII (like DOB, SSN); Full Response and Library Response have criminal history information

	Message Addressing
	Yes
	WS-Addressing

	Reliability
	No
	

	Transaction Support
	No
	

	Service Metadata Availability
	No
	MSHP will keep log of responses

	Interface Description Requirements
	Yes
	

	Service Responsiveness
	No
	



[bookmark: _Toc309561664][bookmark: _Toc328032210][bookmark: _Toc410983601]Service Assumptions

· All messages exchanged will be synchronous. The search type (OCN or Demographic) will receive either a Full Response, Library Response, Search Error or No Results Found message.


 
[bookmark: _Toc309561665][bookmark: _Toc328032211][bookmark: _Toc410983602]Service Dependencies

No dependencies have been identified at this time.

[bookmark: _Toc309561667][bookmark: _Toc328032213][bookmark: Policies][bookmark: _Toc410983603]Policies and Contracts

Users of information the service shares will need to comply with the CJIS Security Policy and MOU agreements between MOPS, MSHP and OSCA for shared services.

[bookmark: _Toc309561668][bookmark: _Toc328032214][bookmark: _Toc410983604]Security

· The service must adhere to the rules of the CJIS Security Policies regarding the Advanced Encryption Standard (AES) level of encryption.

· Security Requirements:
· Message Integrity 
· Message Confidentiality

Note:  The use of Virtual Private Networks (VPNs) or Secure Sockets Layer (SSL) for transport-level security in addition to these requirements is optional.

[bookmark: _Toc309561669][bookmark: _Toc328032215][bookmark: _Toc410983605]Privacy

The Missouri Criminal Justice Information Services privacy policy http://www.mshp.dps.missouri.gov/MSHPWeb/PatrolDivisions/CRID/AgencyInformationonPrivacyRights.html 


















[bookmark: _Toc309561672][bookmark: _Toc328032218][bookmark: _Toc410983606]Service Model
[image: ]

[bookmark: _Toc309561673][bookmark: _Toc328032219][bookmark: _Toc410983607]Information Model

The following messages and associated data elements were identified during the business analysis process.  The data elements are presented below based on message type.

OCN Exact Search Message (MSHP Search by OCN)

	Data Element
	Description
	Cardinality

	OCN
	Offense Cycle Number
	1,1



OCN Demographic Search Message (MSHP Search by Demographics)

	Data Element
	Description
	Cardinality

	LastName
	Subject's Last Name
	1,1

	FirstName
	Subject's First Name
	1,1

	DOB
	Subject's Date of Birth
	0,1

	SSN
	Subject's Social Security Number
	0,1

	ArrestDate
	Subject's Date of Arrest
	0,1

	ArrestHighDate
	Subject's High Date of Arrest
	0,1

	OffenseDate
	Subject's Date of Offense
	0,1

	OffenseHighDate
	Subject's High Date of Offense
	0,1

	OCA
	Originating Case Agency
	0,1

	LocalID
	Local identification number of subject
	0,1

	WarrantNumber
	If subject has an active warrant
	0,1

	ArrestCounty
	Subject's County of Arrest
	0,1



OCN Demographic Search Result Message (Library Response)

	Data Element
	Description
	Cardinality

	OCN
	Offense Cycle Number
	1,1

	DateOfArrest
	Date of Arrest
	1,1

	ArrestORI
	ORI of arresting agency
	1,1

	OCA
	Originating Case Agency
	0,1

	ArrestCounty
	County where arrest took place
	0,1

	LocalID
	local identification number of subject
	0,1

	LastName
	Subject's last name
	1,1

	FirstName
	Subject's first name
	1,1

	MiddleName
	Subject's middle name or initial
	0,1

	DOB
	Subject's date of birth on fingerprint card
	1,1

	SSN
	Subject's social security number 
	1,1

	Sex
	NCIC sex code
	1,1

	Race
	NCIC race code
	1,1

	WarrantNumber
	If subject has an active warrant
	0,1




[bookmark: _Toc248907726]OCN Exact Search Result Message (Full Response)

	Data Element
	Description
	Cardinality

	OCN
	Offense Cycle Number
	1,1

	SID
	State identification number of subject
	0,1

	FBI
	Subjects FBI Number
	0,1

	DOB
	Subject's date of birth on fingerprint card
	1,1

	SSN
	Subject's social security number 
	1,1

	Sex
	NCIC sex code
	1,1

	Race
	NCIC race code
	1,1

	MNU
	Subject's other identification numbers (Driver's license, passport)
	0,*

	SMT
	NCIC values for Scars, Marks and Tattoos
	0,*

	Height
	NCIC height
	0,1

	Weight
	NCIC weight
	0,1

	EyeColor
	NCIC eye color code
	0,1

	HairColor
	NCIC hair color code
	0,1

	SkinTone
	NCIC skin tone code
	0,1

	SubjectAddress
	Street of subject's current residence
	0,1

	SubjectAddressCity
	City of subject's current residence
	0,1

	SubjectAddressState
	State of subject's current residence (NCIC value)
	0,1

	SubjectAddressZip
	Zip code of subject's current residence 
	0,1

	EmployerAddressStreet
	Street address of employer
	0,1

	EmployerAddressCity
	City of employer
	0,1

	EmployerAddressState
	State of employer (NCIC value)
	0,1

	EmployerAddressZip
	Zip code of employer 
	0,1

	ArrestCount
	arrest count for each charge
	1,*

	DateOfArrest
	arrest date for each charge
	0,*

	ArrestORI
	ORI of arresting agency
	1,1

	ArrestCounty
	County where arrest took place
	0,1

	OCA
	Originating Case Agency
	0,1

	LocalID
	local identification number of subject
	0,*

	PhotoOnFileIndicator
	indicates the existence of photos
	0,1

	PhotoLocation
	link to the photo file or description of photo location
	0,*

	PalmPrintIndicator
	indicates the existence of palm prints
	0,1

	DateFingerPrintTaken
	Date of fingerprinting
	0,1

	FireArmPossessionIndicator
	Indicated the existence of a conceal carry permit
	0,1

	DateOfOffense
	Date offense occurred
	1,*

	MOChargeCode
	Missouri Charge Code for each charge
	1,*

	OffenseType
	Offense type for each arrest charge
	1,*

	OffenseClass
	Offense class for each arrest charge
	1,*

	WarrantNumber
	if arrested on a warrant or has active warrant include warrant numbers
	0,*

	AliasLastName
	Subject's Alias last name
	0,*

	AliasFirstName
	Subject's alias first name
	0,*

	AliasMiddleName
	Subject's alias middle name or initial
	0,*

	AliasMNU
	Subject's alias misc numbers
	0,*

	AliasDOB
	Subject's date of birth for each alias
	0,*

	AliasSSN
	Subject's social security number for each alias
	0,*

	AliasSMT
	Subject alias scars, marks and tattoo's
	0,*









OCN No Match Message 

	Data Element
	Description
	Cardinality

	NoMatchIndicator
	Indicates that either the OCN ExactSearch or the OCN Demo Search resulted in no matches found
	1,1




[bookmark: _Toc309561674][bookmark: _Toc328032220][bookmark: _Toc410983608]IEPD Reference

[bookmark: _Toc211314223]The OCN Query Result IEPD is included in this Service Specification Package (SSP) service model\information model\OCNQR IEPD.

[bookmark: _Toc309561675][bookmark: _Toc328032221][bookmark: _Toc410983609]Data Inputs 

· OCN Exact Search Message 
· OCN Demographic Search Message

[bookmark: _Toc309561676][bookmark: _Toc328032222][bookmark: _Toc410983610]Data Outputs

All actions of the service return a synchronous based acknowledgement.  

· OCN Search Error Message
· OCN Full Response Message
· OCN Library Response Message
· OCN No Results Found Message

[bookmark: _Toc309561677][bookmark: _Toc328032223][bookmark: _Toc410983611]Data Provenance

The data exchanged by this service would originate at the partnering agencies.  The provenance of the data will be restricted to those agencies.

















[bookmark: _Toc309561678][bookmark: _Toc328032224][bookmark: _Toc238013498][bookmark: _Toc410983612]Behavior Model

[bookmark: _Toc196967033][bookmark: _Toc309561679][bookmark: _Toc328032225][bookmark: _Toc410983613]Action Model

	Action Name
	OCN Exact Search

	Action Purpose	

	The Consumer implements this action to transmit OCN information to the Responding Entity (MSHP) for the OCN Full Response Message. 


	Action Inputs
	Action Possible Outputs

	OCN Exact Search 
	OCN Full Response*
OCN Search Error
OCN No Results

	Action Provenance

	The provenance of this action is the same as the provenance of the service.


[bookmark: _Toc248907745][bookmark: _Toc333231631]
	Action Name
	OCN Demographic Search

	Action Purpose	

	The Consumer implements this action to transmit Demographic information to the Responding Entity (MSHP) for the OCN Library Response Message unless exact match is found then will return OCN Full Response Message.


	Action Inputs
	Action Possible Outputs

	OCN Demographic Search 
	OCN Library Response*
OCN Full Response(Conditional)
OCN Search Error
OCN No Results

	Action Provenance

	The provenance of this action is the same as the provenance of the service.











Appendix A - References 


	Global Reference Architecture Web Site
	http://www.it.ojp.gov/globaljra

	CJIS Security Policy
	CJIS Security Policy 
The CJIS Security Policy is considered to be Sensitive But Unclassified (SBU) material. This policy may not be posted to a public website and discretion must be exercised in sharing the contents of the policy with individuals and entities who are not engaged in law enforcement or the administration of criminal justice. A copy may be obtained by contacting the state’s CJIS Systems Officer (CSO).
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